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Cybersecurity & Ethical Hacking
(ITCEH)
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Months Course
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80% Practical Skills
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Medium of Instruction:
Chinese & Simple English
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Entry Requirement:
16 Years O/d & Above
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Imagine being able to detect phishing scams, stop malware from spreading, or simulate a
hacker attack to uncover a system’s weaknesses - this course trains you to become that kind of
digital defender.

This programme introduces you to the world of cybersecurity and ethical hacking. You’ll learn
how to find vulnerabilities, conduct penetration tests, analyze system threats, and defend
against real-world cyber attacks. You'll use professional tools, practice in hands-on scenarios,
and develop both offensive and defensive skills.

This is a practical, action-based course designed for those who are curious about technology,
security, and hacking from the legal, ethical side. As the world becomes increasingly digital,
Malaysia’s demand for skilled cybersecurity professionals continues to grow - and this course
prepares you to step into that vital role.
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If you're someone who’s really into computers and the internet, who looks things up when
there’s a tech problem, and likes playing around with system settings - and if you find it cool
when people fix tech issues or explain how hacking works, maybe even thinking “l want to learn
how to do that” - then this course might be for you.

This programme is perfect for students who are hands-on, curious, and interested in
cybersecurity and hacking from the ethical side. You don’t have to love reading tons of
textbooks, but if you enjoy figuring out how systems work, exploring settings, and often find
yourself thinking, “Could this be more secure?” - you’re already on the right path.

If questions like “How do people break into systems - and how can | stop them?” excite you,
then this course is your gateway into the world of cyber defense and ethical hacking.
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Understand cybersecurity fundamentals and security mindset.
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Use tools to scan systems for vulnerabilities and weaknesses.
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Perform basic penetration testing and simulated attacks.
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Set up firewalls, access control, and intrusion detection systems.
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Analyze network traffic and trace attack paths.
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Explore the role and responsibilities of ethical hackers in real-world settings.
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Build a personal portfolio with hands-on cybersecurity and defense projects.
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IBIE2NE | COURSE OUTLINE

RIEE IR | Programming Core Courses
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Introduction to Programming

- Wkt
Website Design

- MG AFFE ()
Web Application Development (1)

Ll F(EiE | Specialization Major Courses

cRERE
Cyber Security
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Local Host Security
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Local Network Security
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Infrastructure Security
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Enterprise & Industrial Cyber Security
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Penetration Testing & Vulnerability Assessment
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Cyber Wars (Hacking, Cracking & Internet Jacking)

- MR EEESEFN

Security Operations & Automation

- BB 5 WU EE
Digital and Cyber Laws

#%iEENE | Supporting Core Courses
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Generative Al Tools
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Operating System
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Networking Fundamentals

s BImIEH
Cloud Computing
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Information Security Management

System Administration
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Network Routing and Switching
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Accessing the WAN
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Advanced Networking
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Internet Infrastructure and Web Deployment
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Practical ICT Skills
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Presentation Skills
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Work-based Soft Skills
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Workplace English Communication (1)

- RUARIERE (2

Workplace English Communication (2)
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Project (1)

cEE ()

Project (2)
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Workplace Learning

* Please note that the modules listed are indicative and may be subject to change.
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100% Assignment and Practical Exercises. The course
offers both the theory (20%) and practice (80%)
of Cybersecurity & Ethical Hacking skills, with a focus
on the practical application of these skills in the
workplace.

Teamwork is encouraged and students learn to work in
groups or individual to complete their projects.
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Diploma awarded by West College Scotland, UK
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Advanced Diploma awarded by West College
Scotland, UK
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Diploma Qualification from Universities in Taiwan

FAVHTE | CAREER PATHWAYS

BEEDRATRIW. 2. TE€H. I EREEITE
WrEHFE, MERE. FRME . REERE ST
HRHE L.
?CE”E“F"J\J/E_H!EP, HINEEE "Sife. &
[a] &% ﬁ"]"g‘":{'ﬁgilx—x]?ﬁ?c'_%k‘ A

B, MEEFAEE—REL

WIEEAr R, RATIAM IT X8 REERE. W*ﬁ%#'%ﬁﬁ

ke, EHEASWRLEA [THEJa S ERALE S 4

A MRBSED. Bs BTSoeLREn
SENN RETE. RELHHZERE, AAEE

b EREE

ML B £

BN AETIEMELER AR SEMNKBIE. ITXIER.
REETER. E?}l'ﬁlﬂ*@%&ﬁuﬁm~ INETS D“J?z:g;\ &l
REFIER. FAWITA. SOCL_Q‘EEJJEE W*ﬁaﬂfb
W]*ﬁﬁ?#lfzﬂi EE L& BB E R L.

As Malaysian businesses, schools, retailers, factories,
and hospitals continue to digitize, cyber threats - like
system hacks, data leaks, and service disruptions - are
becoming increasingly common.

SMEs in particular need practical cybersecurity
professionals - those who can configure networks,
secure endpoints, monitor activity, and troubleshoot
real-world problems. When something goes wrong
within the company’s internal systems, they need
someone who can respond immediately.

As a graduate, you can start in roles like IT support,
system setup, or network administration, then move into
security-focused positions in company IT teams or
dedicated cybersecurity firms. If you're proactive and
love solving problems, you may also find opportunities
in penetration testing or freelance security consulting -
helping companies identify and fix system
vulnerabilities like a true “white hat hacker.”

Common Job Roles

Graduates may pursue careers as Cybersecurity
Technician, Penetration Testing Assistant, IT Support
Staff, System Administrator, Host and Network Security
Assistant, Intrusion Detection Specialist, Enterprise
Security  Support, Technical Executive, Security
Operations Center (SOC) Operations Assistant,
Network Administrator, Network Support Engineer, and
Information Security Assistant.
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The more digital the world becomes, the more we need people like you.

SCOREBOARD

| 017-394 0668 | 010-907 5842 03-8737 8770 | 03-8737 9292

(DEPARTMENT OF INNOVATION AND TECHNOLOGY) (GENERAL LINE)

o B5-B7, Block B, Jalan TKS 1, Taman Kajang Sentral, 43000 Kajang, Selangor. P enrolment@neivece.edu.my
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