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80% Practical Skills 20% Theory 2 Years Learning
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FiRE
Years Course
RNEEARMNSARSMERZEREGUTEENZEMmIZ

This qualification was developed to keep pace with the fast changing information technology sector
and for candidates who want :
- ZERZOMEZSRENSTRRNE®EES, MEEEWSEAXIERESIREERRE.
Develop a more advanced career in a specific area of business or public organizations by developing analytical
knowledge and deeper understandings of several core cyber security operational domains.
- EI5MBLETERXIEIRSREE, EHMATIRIERLAEE
Develop the knowledge, understanding and skills required for success in cyber-security related employment.
- BRNARREERIIRSREE, BEERI AR XSRS PRI SRR .
Develop their ability to contribute positively to good practice in business technology and risk management
environments through effective use and combination of the knowledge and skills gained in the qualification.
- #HPFINZIFICTR S
To maintain and support ICT systems
- (SEMEEFEAR(CT)TWERY FRER.
Career progression within the Information and Communication Technology (ICT) industry
- QEIEA RIS

Handle small and medium size computer networking.

LR H SRR ENRIEEI SERIR(E, ERZEHIEEENININSREE, MEFENFESHUNS.
The two-year Vocational Course in IT infrastructure and networking provides student with hands-on knowledge of
data communication skills to enhance their educational and employment opportunities.

S 4485 3] / Students will learn and be able to:

A wimssep Elittlﬂb‘-?ﬂ?f 43 FAHE R 35 K e ) 4% &2 &= 3Tk A =% BESHEPRSERGREMEN.
(BIERIBERIR) BIRED, UREEMILBER BRI Installing, configuring and maintaining, network systems and

{PI2HZE | COURSE OUTLINE

- RIZHEIL

Introduction to Programming

 ICTSE 4% RE
Practical ICT Skills

RERS Linux)
Operating System (Linux)
- FIMEHHEES
Introduction to Information Technology

- FMEHE S HE
IT and Society

Computer Networking

- EREERE

Managing Information Systems

- BECFERM IR

Internet Infrastructure

- BEgE R
Digital Imaging
CRGEE

System Administration

« FITUI&TFAFF & (HTMLS, JavaScript & XML)
Web Design and Development
(HTMLS5, JavaScript & XML)

- M7 5 {E AR U 4R T (PHP)

Web and Server Site Programming (PHP)

« BR EE R YE(MySQL,NoSQL)

Database Management Systems (MySQL, NoSQL)

-BTFESAS

E-Commerce Applications

« 5 TAEHR SRR B BE

Work-based Soft Skills

- MEEER A 5 TR

Network Routing and Switching

< BN (WAN)

Accessing the WAN

(ERCH HITHREXIER

Object-oriented Programming using C#

B EIE (1)

Workplace English communication (1)

BRI 3EE (2)
Workplace English communication (2)

- ML S B

Network Protocols and Concepts

- Mg 5% E

Network Design and Support

- BIRER £

Infrastructure Security

HXEENRE

Local Host Security

XM S

Local Network Security

- MEREHA

Cyber Security

BBl

Technopreneurship

Al R S

Enterprise Network Security

- TR ER 2 HR 5

Industrial Cyber Security Systems

ETMERE

Medical Network Security

- Mg ZEWE . RS ERRLE)

Cyber Wars (Hacking, Cracking & Internet Hijacking)

- MEREXIRFEDE RREEETE)

Cyber Security Practical Project (Major Lab Project)

* Please note that the modules listed are indlicative

and may be subject to change.

OFQUALIAIE | OFQUAL RECOGNITION

OFQUALAREBFZARERITHE, ZRENSER. AEFEIVMRHRZIEHT WA THNENZREFRITIRS, UE
B EFERBFSOFQUALIIERFEF SR, OFQUALERESEHEFARENRERFIGE. SEFERRFZERES

ESZQEZR/*éY‘E’JE‘JA‘W%&%ME@E’J%‘E . infrastructure. FRENHEUARKXFZMINMEFIEEIAT.

The ability to read and utilize relevant technical and _

SefCtl,Ill’ltycl{ltertatuE‘e. (m(t:LUdlnt)gl'tthrteattrlwnti”'lggnce fgedtsl) W|t2 Y R ERIT AT RS Bt T T The Office of Qualifications and Examinations Regulation (OFQUAL) regulates qualifications, examinations and assessments
a Tull unaerstanding; € aollity to INK Independently an o - °

in England. All learning materials are designed and written by expertise in the field and professional academic authors so
that each interactive module is aligned against specific learning criteria specified by OFQUAL, the defining UK Government
body for Academic Standards in UK Higher Education. These standards ensure those that learn with us receive a high quality

solve potential overarching cyber security issues within a Working to industry standard networking procedures.

business or organization.

A EHEBHMEMRSRRGEE, QELRLMAE.
Various types of network and server systems administration
including their security aspects.

A ERREYMERLEMELIKER, FRBTEFEE.
RIS R EEHITE TES, SiFESERmIE6E

EHKEITHEEM.

Instill and embed a sense of understanding and respect of ‘ ZEEE . MEBREPERMBAWAN, THRXLANNES
the global nature of the cyber threat environment; as well ' - ! -

as the criticality of respecting, anticipating and learning %S5 AR 55

from diverse, international business practices and the

Installing designing, building and maintaining complex
global operating context.

routed WAN, switched LAN networks, and dial access

services.
A FpEMEHE S RGENEE. ‘ . ) : .
Critical Infrastructure Security System and Devices ‘ EfELinux. FNRHEL. BEFNEIHERE R Javak K.
Skills in Linux, IT essentials, voice and data Cabling, and
Java.

A BEHESEHRERRERS.
Intelligent Computing and Controlling Devices and Systems . ~ . - N
i g v A g )RR LR B B VLANSE R T L RO
Building a website to basic networking skills to advanced VLAN
N . . troubleshooting.
A BUEBERIHRERERESHA.
Business Information Technology (IT) Network Security ‘
Systems and Techniques

o & 5 & 18 W 4% (R AR 25 7 A R B B AR BRI A 2 i R F2 =X

Configure and manage web servers and build applications

. using different scripting environments.
A TV ABEIEHRFICHMESRERS.
Industrial/Utility Industrial Control System (ICS) Networks oL fcam
and Devic/es Sezurity Y 1) A MEZIT 5 RGN

Network design and systems testing.

A gEmEnpeSTARES .
Ethical Hacking Roles and Tools (Cyber Wars) ‘ EPRSZEM. AROBSHEMSIEREE

Essential customer service, interpersonal communications and
teamwork skills.

education along with certification that is recognised universally by Universities and employers.

F{5iFME | ASSESSMENT

100%fEl 2 SRR SRS, AIRIBIRMEM R ERFRHRANIRIL20%55E2%k80%, BEFIIEHMISEREA. SBEARGHE, iL2E%

SNEAIERBMT TR E B

100% Assignment and Practical Exercises. The course offers both the theory (20%) and practice (80%) of Cyber Security,
with a focus on the practical application of these skills in the workplace. Teamwork is encouraged and students learn to work
in groups or individual to complete their projects.

¥,
ZH=E | QUALIFICATIONS
HEENABE=ZREUENSRELE
Diploma and Advanced Diploma awarded by West College Scotland, UK
BENE(HEEEREME)
Diploma Qualification from Universities in Taiwan

FEHRK L E(H8IRBOFQUAL E BT [ B %L B BA&IN)
Level 5 Diploma (Regulated by OFQUAL - Office of Qualification & Examination Regulation)

7EAVEIS | CAREER PATHWAYS

BERTIERERE. MELFFELHR. MERERAR. NELEEHER . RELXETEN. METED. MERESHIF.
FMEHEHITR . BNEEER . BMBEHUTE . MEWERARATREM. NERSFEBTREM. NEREITID.
RELZEMTIN. MERGTREN. MEREEEAR. WREEBEARES.

Certified Ethical Hacker, Cyber Forensic Specialist, Network Security Technician, Security Systems Administrator,

Network Engineer, Systems Engineer, Security System Engineer, IT Executive, IT Supervisor, IT Infrastructure Engineer,
Server Maintenance Engineer, Network Systems Analyst, Security Analyst, Network Software Developer, Network Systems
Manager, Database Administrator, etc.



